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Context of use of the technology 13 
 14 
This Qualification Opinion is intended to give information about the regulatory acceptability to use an 15 
eSource Direct Data Capture (DDC, or simply eSource in this document) in clinical trials conducted to 16 
support a Marketing Authorisation Application for a medicine. 17 
 18 
In the context of this Qualification Opinion , the general term “eSource DDC” refers to an electronic 19 
application and/or device that allows direct entry of source data, and to directly identify some of these 20 
data as CRF (Case Report Form) data, for clinical trial purposes at the point of care by investigator site 21 
staff, for example via an electronic tablet. It is not intended to identify or support a specific, 22 
proprietary system, but to discuss some of the characteristics a system for direct data entry should 23 
present. It should also be noted that a guideline on Electronic Systems and Electronic Data in Clinical 24 
Trials is currently under development at EMA, and once into force it would constitute the definitive 25 
guidance.  26 
 27 
The authorisation, conduct and supervision of clinical trials and of clinical care (healthcare services) fall 28 
outside of the remit of the European Medicines Agency (EMA). This Qualification Opinion is, therefore, 29 
without prejudice to applicable national (or EU level) requirements governing various aspects related to 30 
the above-mentioned activities under other frameworks that also have to be met, e.g. processing of 31 
clinical trial subjects’ personal data and documentation and record keeping requirements. While it is 32 
not in the remit of EMA to provide interpretation of or guidance concerning such legal requirements, 33 
the need to follow these requirements is, nevertheless, highlighted throughout this advice. When 34 
designing and implementing a system, national legislation, GDPR (including data controller 35 
requirements) should be complied with. 36 
 37 
To be acceptable, an eSource DDC system and application should be customized in line with legal 38 
requirements and ICH GCP, validated, secure and maintained. 39 
 40 
An eSource system can be considered as an EDC (Electronic Data Capture) system. EDC is the current 41 
technology used by research institutions, sponsors and CROs to manage clinical trial data when using 42 
electronic trial data handling and/or remote electronic trial data systems. Data from clinical 43 
assessments is usually initially captured on paper or electronic media, i.e. Electronic Medical Records 44 
(EMR), and then transcribed into eCRFs (Electronic Case Report Forms) at a later time but in a timely 45 
manner, as required by ICH-GCP; however, EDC systems already allow for direct data entry when 46 
defined and approved in the trial protocol. In this respect, the presented eSource system therefore is 47 
already to a wide degree covered by existing guidance.  48 
 49 
Sponsor-programmed edit checks, or queries, for the protocol-mandated collected data take place 50 
when that data is entered in the system and may potentially be helpful to reduce or identify missing or 51 
erroneous entries; however, any changes to data should be visible in the audit trail (see Q2). 52 
Additionally, the CRA monitor performs source data verification checks on data entered from an EMR, 53 
worksheet or paper form. 54 
 55 
An essential element of the eSource concept is that the clinical assessment data and other source data 56 
is entered during the clinical visit in an eSource DDC system.  When designing the system there are 57 
some fundamental aspects to be respected: 58 

• The ability of the physician to record clinical information in the patient medical record should 59 
not be limited or constrained; 60 

• such information should be recorded in line with the current practice at the study center. 61 
• The integrity of the medical records shouldn’t be compromised. 62 
• The sponsor should have access only to pseudonymised information mandated by the 63 

protocol. 64 
 65 
In some types of trials, electronic technology is already in use, as, for example, electronic patient 66 
reported outcomes, eCRFs, real-time monitoring of patient outcomes such as routine aspects, 67 
electronic capture of laboratory test results. These types of trials could be a possible initial testing 68 
ground for an eSource system. 69 
 70 
This Qualification Opinion does not refer to direct data input from mobile technology systems, as this is 71 
out of scope. 72 
  73 
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Question 1 Benefits of the technology 74 
 75 
We propose the use of eSource will improve the quality of the data collected. What is EMA’s 76 
view on this concept, and are there any comments on the characteristics that a system to 77 
implement it should possess? 78 
 79 
Draft CHMP answer: 80 
In order to improve the quality of the data collected in clinical trials it is imperative that all advantages 81 
and disadvantages of the proposed system are weighed against each other.  82 
 83 
Potential disadvantages that could have a negative impact on quality, traceability and accountability of 84 
data collected should be carefully evaluated beforehand. It is important to perform this benefit/risk 85 
evaluation both for data collected mainly for the purpose of the clinical trial and for data that will also 86 
be  a regular part of the medical record of the patient.  87 
 88 
Only protocol-mandated source data should be transferred and accessible to the sponsor. Additionally, 89 
the system must not impoverish clinical care by depleting the medical records or limiting the capability 90 
of the healthcare professional to record, maintain and trace non-protocol mandated information.  91 
Protocol related data should be under the control of and directly accessible at any time to 92 
site/healthcare institution staff involved in patient care. 93 
 94 
As such, only protocol mandated source data should be recorded in the part of the  eSource system 95 
which is accessible to the Sponsor. It is agreed that it is valuable to avoid specific transcription of data 96 
from one place to another and CRFs (and eCRFs) may already, where specified in the protocol, be the 97 
original point of recording specified information – rating scales are a typical example, where these are 98 
not used in normal clinical practice, or detailed recording of multiple blood sampling times, or other 99 
parameters. For such data the direct transcription into eSource rather than initial recording in a 100 
medical record and later transcription into an eCRF seems likely to improve data quality 101 
The Company’s proposal is not sufficiently detailed on if (and if, how) incorporation into EMRs of any 102 
data collected primarily in the eSource DDC is possible.  103 
Some clinical trials require data, which due to its protocol-related peculiarities cannot be integrated in 104 
existing patient medical file or electronic medical records, except by adding a separate sheet/page. In 105 
these cases  he use of trial-specific worksheets may be suitable and investigators often create their 106 
own trial related worksheet to amend their routine documentation in the patient health records. 107 
Those clinical trials may benefit from replacing such worksheets that require transcription by 108 
investigator staff into the eCRF by sponsor-provided electronic worksheets (eSource).  109 
In these cases a pre-developed electronic worksheet (eSource) should:.  110 

- add promptly the data entered into the electronic worksheet to the patient medical records in 111 
accordance with the practice, degree of detail and accessibility in force at the study centre.  112 

- any patient identifiable information should be kept at the investigator’s site  for seamless 113 
integration in the patient medical record (see also answer to Q3 concerning data protection). 114 
Only pseudonymised information should reach the sponsor. The sponsor should have no remote 115 
access to patient-identifying data.  116 

The structure/content/context of the electronic worksheet should be transferable into a printout/pdf file 117 
without loss of information. Therefore the worksheet should only contain elements that can be 118 
adequately mirrored in a printout or pdf flat file. 119 
 120 
Reference is also made to the EMA questions and answers on the Records of study subject data 121 
relating to clinical trials (link). 122 
 123 
Aspects for consideration include: 124 

• investigators having to use different eSource systems for the various clinical trials conducted 125 
by different sponsors/vendors in parallel: if the systems are not compatible for data transfer 126 
into the medical records this would increase data dispersion, deplete medical records, increase 127 
workload for the site personnel and might potentially be in breach of national requirements for 128 
the upkeep of medical records;  129 

• temporary technical non-usability of the eSource DDC tools (e.g. battery life of a tablet);  130 
• ideally, the system should allow automatic (real-time) transfer of the captured eSource DDC 131 

data to the respective sections of the EMR management systems (see answer to Q2). ; 132 
 133 
The system should also fulfil the following requirements: 134 

http://www.ema.europa.eu/ema/index.jsp?curl=pages/regulation/q_and_a/q_and_a_detail_000016.jsp&mid=WC0b01ac05800296c5
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• a site qualification procedure should be conducted before deploying the system in any given 135 
site (see Q7); 136 

• IT help desk support, accessibility (eg. 24/7); 137 
• continuous accessibility and control of the eSource data by the investigator/its institution 138 

during and after completion of the study; 139 
• security and traceability of the data; 140 
• each individual piece of information needs to be pseudonymised prior to transfer from the 141 

investigator/institution to the sponsor, and the hospital will need to be the sole holder of the 142 
link to the records. National legislation, GDPR and data controller requirements would need to 143 
be complied to. 144 

 145 
One possible acceptable workflow example would be: 146 

 147 
 148 
Illustration X: Study data is captured by DDC Tool (blue) and directly transferred to the EMR (green); data is source data (ICH-149 
GCP E6 (R2) 4.9.0 and 8.3.13). A faithful copy of the DDC tool data is mapped and filtered to ensure that only pseudonymised 150 
data and data defined per protocol is uploaded to the DDC tool database (red). Site specific data is transferred to the sponsor 151 
(violet) and to the investigators TMF (green) to enable verification of accuracy, completeness, legibility, and timeliness of data 152 
reported to the sponsor, analogues to the requirement of a CRF copy (ICH-GCP E6 (R2) 4.9.1, 8.1, 8.3.14 and 8.3.15). It is the 153 
sponsors responsibility to ensure all data transfers take place and are sufficiently validated and all audit trail information is kept 154 
throughout all transfers (ICH GCP E6 (R2) 5.5.3). 155 
 156 
Different arrangements from the above might be envisaged, provided that (in addition to the other 157 
comments in this Opinion) the investigator can identify the individual patient entries at any time 158 
without having to consult the enrolment log. Also, it should be possible to distinguish at any time 159 
between the eSource version completed and held by the investigator and the version held by the 160 
sponsor or third party. 161 
 162 
 163 
Question 2: Site impact 164 
 165 
Does the EMA have a position on the logistics and operational considerations at the 166 
investigator sites resulting from the use of the proposed eSource tool? 167 
 168 
 169 
 170 
 171 
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Draft CHMP answer: 172 
 173 
The situation exists today where sites collect source data on paper and later transcribe it manually into 174 
EDC, and, if required by local process, transcribe it manually into the site EMR as well. In a tool like 175 
the submitted system proposal and eCRFs or other ePRO tools already implemented for some trials, 176 
data is not manually transcribed into EDC, but is either entered directly during trial visits or 177 
automatically transferred into EDC via a validated electronic process, with the aim of eliminating a 178 
manual transcription step into EDC for the sites.  179 
 180 
In order to decrease the workload on the investigator and the investigation sites staff and to avoid 181 
transcription errors, transcription requiring manual intervention, between eSource and (E)MR, should 182 
be avoided.  183 
 184 
Eliminating the manual transcription step from paper worksheets, which can occur today, is desirable. 185 
Therefore, unless immediately feasible, the long-term ambition should be that the collected data could 186 
be transferred automatically into a Site’s own EMR, or captured automatically from the site’s own EMR, 187 
taking into account national law and research governance requirements. Therefore, cooperation to 188 
achieve standardization of data interoperability should be supported. 189 
 190 
There is no detailed description or Company question on the data mapping approach utilised by 191 
proposed eSource DDC to allow data mapping from the eSource DDC to the site EMR. Given the 192 
multiple terminologies employed by institutions and the variable quality of the EMR especially in the 193 
secondary care setting, it is expected that the automated transfer between databases would be 194 
appropriately validated. The Sponsor is responsible to ensure that such validation is carried out 195 
according to written, auditable procedures. 196 
If the data is initially collected in an EMR, worksheet or paper form (data flow 3 in Figure 1 as 197 
submitted by the Applicant), the proposed system data flow for protocol-mandated information would 198 
not be different from an eCRF, as currently existing, and would require monitoring by the study site 199 
monitor or CRA. 200 
 201 
The proposed eSource DDC tool allows a site to print certified copies of their eSource for paper filing or 202 
to upload an electronic certified copy of the source into an EMR without requiring transcription.  203 
This is only possible if the eSource only contains elements which can be adequately mirrored in a 204 
printout or pdf flat file. 205 
  The data in the EMR uploaded from the eSource should be readily available and easy to trace. 206 
 207 
eSource systems might come into existence which allow an automatic real-time transfer of the 208 
captured eSource data to the respective sections of the EMR management systems for those data that 209 
has to be captured in both systems according to national legal requirements (ie. the maintenance of 210 
complete medical records according to national requirements), medical practice, or (national) 211 
established standards for EMR. Using an eSource must not result in a depletion and/or disorder of the 212 
information available in the patients’ medical records.  213 
 214 
It is the sponsor’s responsibility to ensure the system performs as intended. The required quality 215 
control and validation of the capability of the system to ensure correct, complete and real-time transfer 216 
of eSource protocol-mandated data into the (E)MR needs to be performed under the responsibility of 217 
the sponsor. An increase of the investigator staff’s workload must be avoided. 218 
 219 
eSource systems should be sufficiently user-friendly to avoid the need for too much training of the 220 
investigator sites staff, especially in view of the potential emergence of multiple eSource systems. 221 
Standardization is highly encouraged.  222 
 223 
GCP requires that all entries, changes and deletions in a system are fully audit-trailed. This would also 224 
apply to an eSource system. In case of eSource, 1-to-1 coding of data is expected.  Any changes to 225 
data, including those resulting from automated data entry checks should be visible: consequently, the 226 
audit trail should be per field and it is not sufficient to have audit trail at the end of a submitted form. 227 
In addition user rights need to be defined, managed and documented, during the trial and after 228 
completion. 229 
 230 
In their briefing document, the Company uses the term “centralized monitoring”: of note, the definition 231 
of centralized monitoring is clearly outlined  in ICH GCP E6[R2], and is a different process from remote 232 
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monitoring, which is assumed to be what is intended by the Company with the term in their briefing 233 
document. 234 
 235 
 236 
Question 3: Source data collection in eSource 237 
 238 
What is the EMA’s view of the concept of eSource direct data entry in clinical trials and its 239 
compliance with ICH GCP guidelines? 240 
 241 
Draft answer: 242 
The concept presents challenges but no theoretical obstacles: if it can be designed to meet all 243 
requirements for ICH source data and (national) requirements regarding the EMR maintenance, then it 244 
could be compliant. 245 
 246 
Data privacy is one of the main GCP principles. According to the Declaration of Helsinki, it is the duty 247 
of physicians who are involved in medical research to protect the privacy, and confidentiality of 248 
personal information of research subjects. The responsibility for the protection of research subjects 249 
including their privacy must always rest with these physicians or other health care professionals and 250 
never with the research subjects, even though they have given consent. It is imperative that any 251 
eSource system should be fully compliant with the provisions of applicable data protection legislation   252 
In this context, it must be flagged that specific obligations are laid down for the processing of personal 253 
data in Regulation (EU) No 679/2016 the General Data Protection Regulation  It has to be ensured that 254 
information in the eSource system is pseudonymized, however for the completeness of EMR the 255 
information needs also to be transferred to the patient record. Traceability and rigorous quality 256 
assurance and quality control should be ensured for these data transfers (pseudonymized in eSource 257 
and non-pseudonymized in EMR). The sponsor should have no remote access to patient-identifying 258 
data. 259 
 260 
The developed eSource forms need to be consistent with the approved protocol. This means that they 261 
enable the collection of all the information and data necessary to evaluate the clinical trial, and allow 262 
the traceability and interpretation of the data, while avoiding that data and information that is not 263 
required for trial purpose, and thus falls within the scope of the subject’s privacy protection and  is to 264 
be considered as confidential, can be accessed by the sponsor.  265 
When using an eSource tool to collect source data in a clinical trial, it must be ensured that the 266 
collected information and data is mirrored in the patients’ medical record to minimize a duplicated 267 
collection effort and documentation of data at the risk of divergent information and data in both 268 
sources. 269 
 270 
The proposed eSource DDC concept implies that source data is primarily no longer captured in the 271 
document management system of the investigator’s site. This creates the need to develop and 272 
implement processes that ensure the continuous control of the investigators over these data during 273 
and after the trial. Increase of workload and complexity of data input/retrieval at investigator site must 274 
be avoided. 275 
 276 
See also the answer to Q2, Q4 and Q5. 277 
 278 
 279 
Question 4: Investigator’s role as health care provider 280 
 281 
Does the EMA have a position on the concept that eSource direct data entry does not 282 
negatively interfere with the physician/patient interaction and that this process is 283 
equivalent to that of entering data into an electronic medical record.  284 
 285 
 286 
Draft answer: 287 
It will have to be ensured that the use of eSource DDC doesn’t negatively impact on the interaction 288 
between the investigator and the patient, by e.g. making sure that the use of the eSource tool is not 289 
too complex and not limited to capture data only, but allows capturing of free text as well. This aspect 290 
should be validated by performing in use testing of eSource versus collecting the same data not using 291 
the eSource system.  292 
 293 
See also answer to Q2. 294 
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 295 
In order not to increase the workload on the investigator and the investigation sites staff, transcription 296 
requiring manual intervention, between eSource and EMR, should be avoided and systems should be in 297 
place to have automatic real-time transfer of the data that has to be captured in both. Using an 298 
eSource should definitely not result in a depletion (in terms of completeness of data and ease of 299 
accessibility by the physician- see also Q5 below) and/or disorder of the information available in 300 
patient records.  301 
 302 
eSource systems should be sufficiently user-friendly to avoid too much training of investigation sites 303 
staff, especially in view of the potential emergence of multiple eSource systems. Standardization is to 304 
be encouraged.  305 
 306 
 307 
Question 5: Custody and control of patient data 308 
What is the EMA’s view on the impact of the eSource direct data entry concept on access 309 
and control of data during and after a clinical trial, and its compliance with ICH-GCP 310 
standards? 311 
 312 
Draft answer: 313 
The proposed eSource DDC concept implies that source data is primarily no longer captured in the 314 
document management system of the investigator’s site. This creates the need to develop and 315 
implement processes that ensure the continuous control of the investigators over these data during 316 
and after the trial.  317 
 318 
According to ICH-GCP E6 [R2], chapter 8:The sponsor should ensure that the investigator has control 319 
of and continuous access to the CRF data reported to the sponsor. The sponsor should not have 320 
exclusive control of those data. The investigator/institution should have control of all essential 321 
documents and records generated by the investigator/institution before, during, and after the trial. 322 
 323 
Missing continuous investigator control over eCRF data is a frequent GCP inspection finding. As long as 324 
sponsor-independent source data exist and an audit trail is possible, at least a verification of the eCRF 325 
data against the sponsor-independent source data can be carried out in such cases. The elimination of 326 
sponsor-independent source data would significantly affect data integrity and therefore change the 327 
classification of these results from major to critical. 328 
 329 
Direct investigator’s access to eCRF data should not be precluded in any way. See also the answer to 330 
Q3. 331 
 332 
 333 
Question 6: Long term data custody / data permanence 334 
 335 
What is EMA’s view that, under ICH GCP, source data collected by an eSource data entry 336 
system can be as securely maintained, both short and long term, as paper-based source 337 
data? 338 
 339 
Draft answer: 340 
It needs to be ensured that data is sufficiently safeguarded from calamities (bankruptcy, data center 341 
calamities...). Data should at all times be available for inspection, both short term and long term. This 342 
access should be controlled by the investigator and independent of the sponsor. 343 
 344 
It should be well documented how this data availability, accessibility and readability will be ensured, in 345 
accordance with all applicable laws and guidelines. Back-up processes should be in place and migration 346 
of data and media should be planned, performed and traceable. It should also be clearly described 347 
(contracts, SOPs, manuals etc.) and documented who has access to the data at what times and how 348 
(password-protected, administrator rights, writing rights, read-only wrights etc.) All data and system 349 
access should be fully audit-trailed. It should be ensured that eSource data is machine readable in the 350 
future (independent from specific software platforms and operating systems).  351 
 352 
 353 
 354 
 355 
 356 
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Question 7: Investigator validation of trial tools 357 
 358 
Does the EMA have any comments on the proposal that the investigator does not need to 359 
directly validate the system, but GCP requirements will be met by ensuring that this 360 
validation takes place? 361 
 362 
Draft answer: 363 
In case an eSource system is proposed to an investigator, the supplier of the eSource system and the 364 
sponsor must guarantee to the investigator/health care institution that this system is GCP compliant. It 365 
is the responsibility of the sponsor to ensure that the validation takes place. This has to also include 366 
the validation of data transfer from the eSource system to the investigator’s/health care institution’s 367 
EMR of the patient and should be done in a way that fulfills national legislation and standards.  368 
 369 
 370 
Question 8: Patient data privacy according to ICH-GCP E6 R2 371 
 372 
Does the EMA have any comments on the compliance with privacy rules as required per ICH 373 
GCP E6 R2, in regard to the use of an electronic source direct data entry system? 374 
 375 
Draft answer: 376 
Data is intended to be transferred off site, and personal information may be contaminated with 377 
identifiers (free text). All data transfer must be encrypted by state of the art encryption procedures.  378 
Source data transferred must be protected from alteration, access and duplication in transfer.  379 
For further details, see answer to Q5. 380 
 381 
 382 
Question 9: Use of existing eSource data 383 
 384 
Does the EMA have any comments on the regulatory adequacy to submit, in support of a 385 
marketing authorisation application, eSource data collected in a clinical trial utilizing a 386 
specific eSource direct data entry system? 387 
 388 
Draft answer: 389 
In case in the conduct of a clinical trial the eSource DDC system has been used, this data can be 390 
submitted in the support of a MAA provided that this data is sufficiently GCP compliant i.e. all above-391 
mentioned requirements mentioned in this qualification Opinion are fulfilled, and is available for 392 
inspection.  393 
 394 
  395 
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ANNEX 396 
 397 
Background information as submitted by the applicant 398 
 399 
Executive summary 400 
Digital Technology has the potential to streamline the conduct and improve the quality of data 401 
obtained in clinical trials.  Novartis has piloted the use of Electronic Source Direct Data Capture to 402 
allow the capture of clinical study source data electronically in several clinical trials.  It became clear 403 
that opinions on its acceptability varied globally.  Based on this, Novartis sought the European 404 
Medicines Agency (EMA) Scientific Advice Working Party (SAWP)’s views on the use of eSource DDC in 405 
clinical trials and agreement that eSource DDC meets ICH-GCP guidelines.   406 
 407 
eSource Direct Data Capture is any technology that allows the capture of clinical study source data 408 
electronically by investigator site staff at the point of care, into an electronic form that has been 409 
specifically validated to capture clinical data. While historically “eSource” is a term often used to 410 
describe capture of eSource data at the point of care, Novartis has aligned with the TransCeleratei 411 
definition of “eSource Direct Data Capture” for consistency. From this point forward, “eSource Direct 412 
Data Capture” will also be referred to as “eSource DDC” throughout this document. 413 
 414 
eSource DDC is an evolution of EDC (Electronic Data Capture).  EDC is the current technology used by 415 
research institutions, sponsors and CROs to manage clinical trial data. With EDC, data from clinical 416 
assessments is initially captured on paper or in the Electronic Medical Record, and then transcribed at a 417 
later time into eCRFs (Electronic Case Report Forms) built within EDC. Validations, or queries, for that 418 
collected data surface only when that data is entered in the eCRF, after the clinical visit. 419 
 420 
With eSource DDC, the clinical assessment data is entered during the clinical visit, eliminating the need 421 
to manually transcribe it into EDC, allowing validations for the data entered to occur at the same time. 422 
The data is more legible, accurate, and timely with an eSource DDC system.  The eSource DDC system 423 
also allows the investigator more time to dedicate to the patient. 424 
 425 
Presented below is an example of an eSource DDC data flow diagram showing accessibility to the data.  426 
Further explanations for each step in the process follow the diagram.  427 
 428 

 429 
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1) From the Protocol, Novartis designs and build its Clinical DB (database), usually referred to as 430 
EDC. Simultaneously, the eSource Vendor begins their eSource setup. 431 

2)  432 
a) This includes the Source Data Form design (for collecting the Protocol required data), as well 433 

as the “Back-end” Source database, including the mapping specifications.  434 
 435 

3) The eSource vendor configures tablets and provides them to the investigator site. Training is also 436 
provided prior to the start of the trial. 437 
 438 

4) During the trial, the investigator site enters data into Source Data Forms in the eSource tablet, 439 
including the entry of any data to be transcribed from existing medical records, and data, which is 440 
entered directly into the eSource Tablet during a patient visit. 441 
 442 

5) Following a data entry session, most likely during a patient visit, the site user (manually) or 443 
eSource application (automatically) uploads the Source Data Forms to the Source Database. The 444 
eSource portal is the interface that allows approved users of the system access to the eSource 445 
documents/data, which are stored in the Source Database. 446 
 447 

6) Source data from the Source Database, automatically flows into the mapping utility to create a 448 
Mapping Database. During this process the system separates out and “stages” only the Clinical 449 
Trial Database required data.  450 
 451 

7) At pre-defined time points, i.e. daily in the case of Novartis’s pilot trials, the new (or updated data) 452 
is automatically transferred into the Sponsor’s Clinical Trial Database. (Again, only the data 453 
required for the Clinical Trial Database is transferred to the Sponsor via a validated integration 454 
tool). 455 
 456 

8) Upon database lock, the data from the Clinical Trial Database is analyzed and included in the 457 
Clinical Study Report.   458 
 459 

Steps 3 to 6 presented in the above diagram will continue throughout the life of a clinical trial, as 460 
defined by the study protocol and dependent upon a site’s standard practices. In addition, and based 461 
on a likely defined standard, sites will maintain a patient’s “general” medical record. At any time point, 462 
sites are able to download certified copies of source documents/data and attach these to the patients’ 463 
medical record, whether that be on paper or electronically within an EMR.   464 
 465 
Question 1 Benefits of the technology 466 
 467 
We propose the use of eSource will improve the quality of the data collected. What is EMA’s 468 
view on this concept, and are there any comments on the characteristics that a system to 469 
implement it should possess? 470 
 471 
 472 
Company position 473 
eSource DDC technology has the potential to improve data quality in clinical trials. Like many 474 
technology platforms, eSource DDC faces a challenge to validate anticipated benefits during early 475 
stages of adoption. 476 
 477 
Among various stakeholders including regulatorsii, it is acknowledged that the anticipated benefits of 478 
an eSource DDC technology are comprised of the following: 479 

• Eliminate unnecessary duplication of data (recorded on paper once, then re-typed into 480 
Electronic Data Capture web interface) 481 

• Reduce the possibility for transcription errors 482 
• Encourage entering source data during a subject’s visit, where appropriate 483 
• Eliminate transcription of source data prior to entry into an eCRF 484 
• Facilitate remote monitoring of data 485 
• Promote real-time access for data review, which could help in ensuring the safety of the 486 

patient recruited into the trial. 487 
• Facilitate the collection of accurate and complete data 488 

 489 
Several peer-reviewed industry white papersiii also highlight the anticipated benefits from the 490 
perspective of the patient and the clinical data custodians: 491 
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• The Patient has more quality time with clinical site staff and potential for a better interaction 492 
with the investigator. They receive better patient oversight, with improved safety. 493 

• The Site gains the key efficiency of one-time data entry. Their data is validated at the time of 494 
capture, using a familiar document-based solution. The patient interaction is improved overall. 495 

• Site Monitors can shift their focus from Source Data Verification (which is reduced or 496 
eliminated) to source data review. They are better prepared for site visits given their access to 497 
a portal, and all audit trail information is available to them in the system. 498 

• The Sponsor gains operational efficiencies by reducing Source Data Verification, Data Queries 499 
and Protocol Deviations. Data Quality is enhanced with the availability of real time data that 500 
can be monitored remotely. 501 

 502 
These areas in particular present great potential opportunities for improved data quality, data integrity 503 
and a more integrated, streamlined workflow: 504 

• During a conventional study visit, a patient’s data is entered directly into his or her medical 505 
record, which could be either paper or electronic.  Later, study relevant data is transcribed into 506 
the patient’s case report form (CRF) in EDC and provided to the sponsor for analysis.  Study 507 
monitors review data periodically for errors and omissions and the site is asked to resolve 508 
these issues, often long after the data was initially collected.  With eSource DDC, data is 509 
entered only once and can be expected to be more complete due to “alert” functionality in the 510 
technology that flags missing data to the investigator.  Alerts also inform site personnel when 511 
entries are out of the expected range, allowing them to make any necessary corrections in real 512 
time.  This should result in a reduction in the number of data queries and protocol deviations.   513 

• eSource DDC allows for remote data review, virtually in real time.  This feature not only 514 
facilitates the work of study monitors, but also has the potential to simplify GCP audits.  It 515 
should also be noted that the eSource DDC system has an audit trail, which is ALCOA+ 516 
compliant (ALCOA stands for Attributable/Legible/Contemporaneous/Original/Accurate), unlike 517 
many electronic health record systems. 518 

• eSource DDC has the potential to increase patient safety.  Protocol deviations are not 519 
uncommon and this technology allows study monitors to detect potential safety risks, which 520 
may result from the deviations.  For example, a patient may be entered into a trial while on a 521 
medication that is disallowed because of known or anticipated drug-drug interactions.  Due to 522 
the nearly real-time monitoring enabled by eSource DDC, this deviation can be caught prior to 523 
an adverse event occurring, bringing significant value to the patient, investigator and sponsor.  524 

 525 
Early phase clinical trials utilizing eSource DDC technology were managed on behalf of Novartis by a 526 
CRO. While limited to a small sample of site and study team users (35 respondents), some preliminary 527 
metrics and feedback were collected and are listed in Table 1.  528 
 529 
Table 1 Pilot trial metrics from trials managed on behalf of Novartis 530 
Type of Feedback Evidence from Pilot Trials 
Site User Feedback • 89% found the system easy to use 

• 85% say the system was as easy to use as the 
normal paper process 

• 70% say the system caught errors that would 
have been missed on paper 

• 74% would enjoy working on another eSource 
(DDC) trial 

Data Management Efficiencies • Study Setup time was observed to be the same 
as a typical EDC trial 

• Data available for cleaning activities to begin 14 
days sooner than an EDC trial 

Site and DM Efficiencies • 45% reduction in manual queries, compared to 
comparable EDC trial 

Monitoring Efficiencies • Estimated 38% reduction in monitoring time for 
Source Data Verification allowing Monitors time 
to look at other documents on site and spend 
more time with the study team 

Recent internally managed Novartis pilot trials collected useful and quantifiable metrics on the benefits 531 
of eSource DDC, which are presented in Table 2. The following statements can be made with some 532 
certainty, asserting an indication of how eSource DDC can positively improve over traditional data 533 
collection methods. 534 
 535 
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Table 2 Novartis internally managed pilot trial metrics  536 
Metric Description Evidence from Pilot Trials 
Time to data availability within the Clinical 
Database is significantly reduced with eSource 
DDC 

This has reduced 6-fold compared to EDC data 
availability metrics. i.e. data is on average, across 
the entire clinical database, available in only days 
instead of several weeks 

The percentage (%) of “first time right data” has 
increased with eSource DDC 

The number of data points which were not 
changed since initial data entry increased by over 
7%, meaning that less data is being changed as a 
result of queries and data review/data monitoring 
activities 

The time taken to action Queries has reduced by 
more than 50% 

The number of days between queries being 
initially created to the time of them being closed 
down, presumably following an adequate 
response by site, has reduced by more than half, 
suggesting that sites are more proactively 
managing workload with eSource DDC or that 
eSource DDC is facilitating their clinical trial 
activities 

 537 
While the early learnings from Novartis trials reflect the aspirational, anticipated benefits described in 538 
industry white papers, there is a scarcity of scholarly articles that empirically or specifically support 539 
eSource adoption with any quantifiable metrics. The available scholarly articles focus on data quality 540 
and operational efficiency: 541 

• A comparative effectiveness study of eSource used for data capture for a clinical research 542 
registryiv, eSource produced a 37% time savings, 0% data quality issues compared to a 9% 543 
error rate for manual transcription, and eliminated the need for a full-time employee at the 544 
investigational site. 545 

• A pilot study conducted in Japanv explored a clinical trial model that used EMR data directly in 546 
clinical trials and developed a system to follow this model. The pilot study revealed many 547 
advantages over a conventional clinical trial process, eliminating the requirements to: transfer 548 
information from medical records to the CRF, perform source data verification at the 549 
participating site, transmit the CRF from the participating site to the coordinating center, and 550 
re-enter data into the CDMS from the paper-based CRF.  551 

• The Journal of American Medical Informatics Association concluded in 2013 “there is currently 552 
little consistency or potential generalizability in the methods used to assess Electronic Medical 553 
Record data quality. If the reuse of Electronic Health Record data for clinical research is to 554 
become accepted, researchers should adopt validated, systematic methods of EMR data quality 555 
assessment”vi. 556 

 557 
From the small number of articles available, eSource DDC has the potential to improve quality of data 558 
and lead to operational efficiencies.  This tool would not cause any changes in the control and 559 
pseudonymisation of data.  Patients’ identities would still only be known at the trial site with the 560 
subject identification log being the tool to link the patient number to the patient.  Data, which is 561 
provided to the sponsor, is pseudonymised. Patient numbers are used as an identifier throughout the 562 
process and are maintained in the Clinical Trial Database.  It would also not impact the ability to record 563 
non-protocol information.   564 
  565 
The sponsor does not have sole control of the eSource data. In fact, much like EDC, eSource DDC is a 566 
model where the sponsor only receives a copy of specific data required by the protocol. Any source 567 
data entered into the eSource DDC system as the first point of entry is hosted by the supplier and 568 
made available to the site. The eSource DDC system also supports the entry of additional narrative 569 
notes via digitally captured handwritten notes (these can be applied alongside the protocol-required 570 
assessment data, or in readily available “notes” sections).  Throughout the course of a trial all the 571 
collected source data, which includes the contextual notes, should be uploaded to the patient’s record, 572 
following a site’s standard practice, similar to how sites today manage their paper source documents.   573 
For more detailed information, please see Novartis’ responses to question 3 (pseudonymised data), 574 
and questions 5 and 6 (custody and control of patient data/data permanence). 575 
 576 
The major advantages of eSource DDC are simplification of data capture and review leading to greater 577 
efficiencies.  While there are disadvantages to eSource DDC including the time spent to train the site 578 
staff by the sponsor and/or vendor, and acceptance of the system by the site, once the training is 579 
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completed, eSource DDC should streamline operational work at the clinical site and potentially facilitate 580 
oversight of patient care.  581 
 582 
Question 2: Site impact 583 
 584 
Does the EMA have a position on the logistics and operational considerations at the 585 
investigator sites resulting from the use of the proposed eSource tool? 586 
 587 
Company position 588 
The use of eSource DDC should streamline operational work at the clinical site. It introduces a different 589 
way to operationalize data entry and flow, which requires training of site staff by the sponsor and/or 590 
vendor.  Once the training is completed, the use of the technology facilitates the conduct of the study, 591 
simplifying the work of investigators, site personnel, study monitors and auditors.   592 
 593 
According to CentreWatch’svii, providing clinical trial resources for professionals, “The need for...and 594 
barriers to...adopting eSource” surveyviii 90% of research sites create study specific source documents” 595 
for each clinical trial in which they enlist. Of the 90% of sites, “96% still use paper-based approaches” 596 
for creating these source CRF templates. It is therefore clear that even though EMR adoption is on the 597 
increase, these systems are not yet widely used to collect clinical trial data directly, at the point of 598 
care. eSource DDC technology therefore has the potential to support the site workflow by providing 599 
electronic Source forms, which negate the need for each individual site to generate their own.  600 
 601 
Investigators and site personnel also benefit from several other features of the eSource DDC tool.  The 602 
tool includes the aforementioned source templates, as well as prompts for the capture of all required 603 
patient data, not just those data required for completion of the Case Report Form (CRF).  This reduces 604 
the amount of omitted or missing values collected during the trial. The system flags values that are 605 
outside the normal range so that site staff can check the value in real time, ensuring that the data 606 
point was entered correctly.  Protocol deviations (and related data queries) for example, can be 607 
alleviated where patients do not meet inclusion or exclusion criteria, since these items can be flagged 608 
immediately upon data entry, rather than at a later time when the data is transcribed (into EDC).  This 609 
means that potential safety issues for the patient from including an ineligible patient in the trial is 610 
picked up before the patient is entered into the trial. Investigators and site personnel also benefit from 611 
having access to patient data in real time during the study and have continued access to the study 612 
data following the completion of a trial.  613 
 614 
Study monitors using eSource DDC can query data in real time remotely, allowing omissions and 615 
inconsistencies to be addressed quickly.  In addition, because many activities can be carried out 616 
remotely, site monitors need only visit sites to perform value added activities such as quality control, 617 
site training, saving both the monitor and the site valuable time.  eSource DDC offers true centralized 618 
monitoring for study monitors given their access to a portal, and all audit trail information is available 619 
to them in the system.   620 
 621 
Auditors could utilize this same approach to review clinical trials/systems far more efficiently by 622 
employing remote data access for much of their work, once again being able only to see CRF data. 623 
 624 
The eSource DDC tool complies with all of the GCP requirements concerning the collection and 625 
maintenance of data.  The eSource DDC system has an audit trail, which is ALCOA+ compliant.  During 626 
the trial, data access in the tool is strictly controlled by user names and passwords, which are only 627 
obtained following successful completion of mandatory training and as authorized by the clinical trial 628 
team.  After completion of the trial, similar to the archive provided in a traditional EDC trial, sites are 629 
provided with a comprehensive study archive including all of the data and contextual notes that have 630 
been entered, summaries of all modifications to data as reflected in the audit trail, and a full listing of 631 
all queries with their responses. Until a site receives and acknowledges receipt of their archive, access 632 
to the eSource DDC tool remains to ensure continued access to the source.          633 
 634 
The major advantages of eSource DDC for the investigator, site personnel, study monitor and auditor 635 
are the simplification of data capture and review leading to greater efficiencies. If clinical sites do not 636 
find the system to be user friendly, the problem will be self-limiting: either sponsors would need to 637 
provide additional resources for training or site support, or investigators will object to eSource DDC 638 
use, and the technology will be improved or abandoned. eSource DDC is sufficiently flexible and can be 639 
individually set up to comply with local legal requirements, medical practice, and established standards 640 
to allow captured data being available in the site EMR. 641 
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 642 
Novartis, along with other companies, learned societies and in the frame of public private partnerships 643 
such as IMI EHR4CR, welcomes the standardization of data fields within EMRs to facilitate cross 644 
boarder healthcare systems.  This would facilitate the pull of data from such systems into EDC systems 645 
to provide the same rapid data entry, which is seen with an eSource DDC system.  646 
 647 
In relation to the associated action plan (eHealth Action Plan 2012-2020 – Innovation healthcare for 648 
the 21st century) and Directive 2011/24/EU, the Connecting Europe Facility will facilitate this process 649 
of pulling from EMRs, which will help improve data quality, facilitate the management of clinical trials 650 
and overall streamline clinical research.   651 
 652 
Further information on the validation on the system can be found in Novartis' position to question 7. 653 
 654 
Question 3: Source data collection in eSource 655 
 656 
What is the EMA’s view of the concept of eSource direct data entry in clinical trials and its 657 
compliance with ICH GCP guidelines? 658 
 659 
 660 
Company position 661 
The Integrated Addendum to ICH E6: Guideline for Good Clinical Practice E6 (R2) requires that all data 662 
gathered in the course of a clinical trial be captured in original records or certified copies, such as to 663 
allow the evaluation and reconstruction of the clinical trial.  These records are required to be 664 
maintained by the clinical site for a period of time that varies depending on the country.  Although 665 
historically, clinical trial data has been recorded in a patient’s health record first, and then transcribed 666 
to the CRF as appropriate there is no guidance nor regulation requiring this or any specific order of 667 
entry be followed.  Even if the utilization of the eSource DDC tool is a relatively new approach to the 668 
initial collection of source data, its use complies with all of the GCP requirements concerning the 669 
collection and maintenance of this data.   670 
 671 
The eSource DDC tool is customized for each clinical trial based on the protocol and allows access to 672 
patient information strictly on the basis of trial roles, which guarantees patients´ privacy rights.  673 
Patient data collection/storage can be configured on a per-site basis to ensure only the permitted 674 
information is collected. Personal identifiable information is not collected or displayed on the source 675 
forms themselves. Patient clinical assessment (prescribed in the protocol) data is collected, processed 676 
and stored after having informed the patient about the necessary facts, as per the applicable privacy 677 
regulations (purpose of collection and processing, rights, etc.), as it would be done in a traditional 678 
paper-based trial.   Sponsors have access to pseudonymised data only, complying with data privacy 679 
regulations such as GDPR. Investigators have full access to all patient data (source data) during and 680 
after the trial (PDF formatted data or directly from the vendor) and are ultimately responsible for the 681 
protection of this data.  This is no different from the relationship a patient has with their physician.  Per 682 
principle 5 of the European Charter of Medical Ethicsix, the physician is to be a patient’s confidant in 683 
order to ensure privacy of the patient’s health.x  684 
 685 
When using eSource DDC, data is first entered into the tool by the investigator on an eSource DDC 686 
tablet at the point of care. Once data is saved, a PDF file is generated, which meets the requirements 687 
for a certified copy of the source data. The PDF can be printed or stored electronically as an 688 
attachment in the EMR of the patient. Patient data is, now therefore, available for review at the site, 689 
both on the tablet and the portal, as well as in the patient’s health record.  The use of eSource DDC 690 
should simplify operational work at the clinical site.  The electronic source forms on the tool allow for 691 
simple data input by clinical site staff, and access to the data is available in real time during the study 692 
on the eSource DDC tablet or via the eSource portal and also following completion of a trial (PDF 693 
formatted data or directly from the vendor).  Based on Novartis' experience, sites are more proactively 694 
managing workload with eSource DDC or eSource DDC is facilitating their clinical trial activities (see 695 
Table 2).  696 
 697 
With the Novartis eSource DDC approach, the eSource system (whenever possible) should be used as 698 
the primary data entry point during a clinical visit. If pre-existing source records exist (in EMR or paper 699 
source), the site staff should indicate in the eSource form that the source data is transcribed, then 700 
transcribe the data into the eSource form. 701 
 702 
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Where sites have a documented process that dictates that the EMR or paper source must be the 703 
primary data entry point (even for clinical trials), the EMR system or paper source should be used as 704 
the primary data entry point during a clinical visit. The site staff should indicate in the eSource form 705 
that the source data is transcribed, and then transcribe the data from the EMR or paper source into the 706 
eSource form or EDC system. 707 
 708 
This approach to documenting patient data in a trial is compliant with section 1.51 of ICH GCP E6 R2 709 
on source data, which states ‘all information in original records and certified copies of original records 710 
of clinical findings, observations, or other activities in a clinical trial necessary for the reconstruction 711 
and evaluation of the trial’.  Novartis trial-level documents describe the specific data collection and 712 
data access requirements. The approach is compliant with ICH GCP E6 R2 sections 6.4.9 and 6.10, 713 
which stipulate trial design documentation and data access requirements, respectively. 714 
 715 
Finally, the eSource DDC tool is compliant with section 1.52 of ICH GCP E6 R2, which states that 716 
source documents can include ‘copies or transcriptions certified after verification as being accurate 717 
copies’ if they are generated through a validated system or with a dated signature. Section 8.1 of ICH 718 
E6 R2 also states that ‘when a copy is used to replace an original document (e.g., source documents, 719 
CRF), the copy should fulfill the requirements for certified copies.’   720 
 721 
Data privacy requirements of GDPR are ensured by data environment controls such as logical 722 
separation of personally identifiable information from other data, use of strong encryption to encrypt 723 
data both at rest and during transit, use of two or three factor authentication for all users and 724 
administrators of the system, and maintenance of user logs and audit trails. 725 
 726 
Question 4: Investigator’s role as health care provider 727 
 728 
Does the EMA have a position on the concept that eSource direct data entry does not 729 
negatively interfere with the physician/patient interaction and that this process is 730 
equivalent to that of entering data into an electronic medical record.  731 
 732 
Company position 733 
The eSource DDC tool allows for the simplification of data capture via a platform which is similar to 734 
traditional EDC, but which is more comprehensive in functionality and features. The tool utilizes a 735 
tablet-based system, which provides portability and enables data collection from anywhere (physician 736 
office, hospital ward, on-the-move etc.), as well as a centralized dashboard which provides oversight of 737 
all collected source data/documents and management of data review and data cleaning activities.   738 
 739 
The eSource DDC tool is also compliant with section 4.9.0 of ICH GCP E6 R2, as it provides the 740 
institution with the ability to “maintain adequate and accurate source documents and trial records that 741 
include all pertinent observations on each of the site’s trial subjects.” The system has been validated to 742 
create source data that is “attributable, legible, contemporaneous, original, accurate, and complete. 743 
Changes to source data [are] traceable, [do] not obscure the original entry, and [can] be explained if 744 
necessary (e.g., via an audit trail).”  745 
 746 
The eSource DDC tool does not negatively interfere with the physician/patient interaction as the 747 
eSource DDC case report forms are built to collect data in the order that is required by the study 748 
protocol. Unlike in a traditional EDC model where data are more commonly entered, grouped by a 749 
common theme or topic such as Vital Signs or Blood Collection, eSource DDC data are entered in the 750 
order in which the data were required to be generated per Protocol, regardless of the topic.  Therefore, 751 
the visit with the patient can be more efficient in the eSource DDC model, as the investigator and site 752 
staff do not need to refer back to the protocol to ensure that all required data is collected in the 753 
manner to which it is expected, as the eSource DDC entry screens are designed to include all required 754 
data collection (Source and EDC required fields), in addition to useful reminders and prompts to ensure 755 
nothing is missed.   756 
 757 
eSource DDC does not result in a depletion and/or disorder of the information in the patient’s medical 758 
record. It is well known that often investigator sites utilize worksheets to capture protocol specific 759 
data, however, often these do not make it into the patients’ medical record.  With eSource DDC this is 760 
not the case.  eSource DDC has the potential to improve the consistency and accuracy of the 761 
information that will be transferred into the medical record.   762 
 763 
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Novartis expects that the use of eSource DDC will enable better patient oversight and enhanced 764 
patient safety as all data, including adverse event data that is entered into the eSource DDC tool, is 765 
available immediately for local or remote review.  It is expected that the eSource DDC tool will allow 766 
for better physician/patient interaction because the patient has more quality time with the clinical staff.    767 
Finally, it is Novartis’s wish to standardize data collection forms and tools as far as is possible across 768 
its clinical trials and we currently collaborate with trade associations and industry consortia to drive 769 
standardization across industry. 770 
 771 
Question 5: Custody and control of patient data 772 
What is the EMA’s view on the impact of the eSource direct data entry concept on access 773 
and control of data during and after a clinical trial, and its compliance with ICH-GCP 774 
standards? 775 
 776 
 777 
Company position 778 
Features of the eSource DDC technology allow appropriate access and control of data during and after 779 
a clinical trial in compliance with GCP regulations.  The eSource DDC tool is customized for each clinical 780 
trial based on the protocol and allows access to patient information strictly on the basis of trial roles.  781 
Investigators have full access to all patient data (source data), whereas the sponsor’s access is limited 782 
to the anonymized data contained in the system-generated CRFs.   783 
 784 
Data access in the tool is strictly controlled by user names and passwords, which are only obtained 785 
following successful completion of mandatory training (which includes clear procedural instructions to 786 
prevent the sharing of user accounts at the site). The system is validated and the vendor manages 787 
user accounts, ensuring the separation of roles as required by section 5.1 and 5.5.3 of ICH GCP E6 R2.   788 
During the conduct of a Novartis eSource DDC trial, the investigator site staff is the only party that has 789 
"write" access to the data entered into eSource DDC forms. Sponsor monitors can view the source data 790 
as well as the protocol-defined CRF data, but can only add queries to forms during monitor data 791 
review.  Similarly, sponsor or CRO data managers can only add queries to the protocol-defined CRF 792 
data; they cannot write or modify any data entered by the site. 793 
 794 
Per section 8.1 of ICH GCP E6 R2, ‘the investigator/institution should have control of all essential 795 
documents and records generated by the investigator/institution before, during and after the trial.’  As 796 
such, full access to data will be available to clinical sites at all times.  During the trial, investigators can 797 
access data from the eSource tablet, via the eSource portal, or from the PDF file generated by the 798 
system upon data save. Following completion of the study, PDF formatted data is provided to the site, 799 
and investigators can also access data from the vendor at any time without the involvement of the 800 
sponsor.  This meets the requirements of section 8.1 of ICH GCP E6 R2, which states that ‘the sponsor 801 
should not have exclusive control of those data’. 802 
 803 
In the unlikely event of a complete system failure or vendor insolvency during trial conduct, a 804 
transition to traditional EDC can be made.  Contractual controls are in place to safeguard data 805 
stewardship in the event of vendor insolvency. Due diligence to ensure the financial viability of 806 
suppliers is performed before technical due diligence is applied. Technical due diligence by Novartis 807 
ensures that appropriate disaster recovery and business continuity processes are in place with 808 
verifiable evidence of these processes at the vendor. 809 
 810 
Finally, it should be noted that source data collected by the eSource DDC system can be more readily 811 
and safely stored compared to those data collected in paper systems.  The electronic format itself is 812 
easily maintained and can be backed-up both in paper format and electronically as certified copies to 813 
ensure availability.  The major risks to paper files such as fire or flood are not as significant a concern 814 
for source data in eSource DDC systems due to the electronic nature of the original source and due to 815 
the inbuilt back-up functionality, which is standardly available in these types of applications. Both the 816 
investigator and the vendor will maintain the source data long term after the completion of the trial. 817 
 818 
Question 6: Long term data custody / data permanence 819 
 820 
What is EMA’s view that, under ICH GCP, source data collected by an eSource data entry 821 
system can be as securely maintained, both short and long term, as paper-based source 822 
data? 823 
 824 
 825 



 
 
   
EMA/282576/2018  Page 17/19 
 
 

Company position 826 
The eSource DDC approach fully supports the requirements for essential documents described in ICH 827 
GCP E6 R2 section 8.1.  828 
 829 
Source data collected by the eSource DDC system can be readily stored due to its electronic format.  830 
Electronic format allows for easy generation of certified copies (PDF files) that can be maintained 831 
separately both in the short and long term and available at all times for inspection.  Source DDC 832 
collected data will be maintained both long term by investigators (ICH GCP E6 R2 sections 4.9.0, 4.9.4 833 
and 4.9.5) and by the vendor (via contractual escrow agreements).  Contractual safeguards will ensure 834 
continued access of source data by investigator and inspectors, e.g. warranting for accessible data 835 
back-ups by the vendor and access to the source code to the investigator for business continuity 836 
purposes.   837 
 838 
Please see Novartis’ response to question 5 for information on access to data.  It should also be noted 839 
that the eSource DDC system has an audit trail, which is ALCOA+ compliant.    840 
 841 
Loss of eSource DDC data is unlikely, but just as is the case of paper, it is possible. All feasible steps 842 
will be taken to avoid such loss of source data. Certified copies are system generated renditions of the 843 
data entered into the eSource forms, not just tables of data. Therefore, if the vendor were to go out of 844 
business during the conduct of study or in the case of an unforeseen incident disrupting the study 845 
itself, switching data collection to more traditional EDC would be possible, as source data collected in 846 
eSource DDC would still be accessible via the copy at the investigational site up until that point.   847 
 848 
Novartis has performed the due diligence necessary to ensure that the eSource DDC system is 849 
validated and fit for purpose during the normal, expected operations of a clinical study.  In addition, 850 
technical controls at the supplier have been examined to ensure that the central server that stores the 851 
data (both the source entered by the site, and the CRF data transmitted to the sponsor) has the 852 
appropriate technical and business controls to ensure the permanence, durability, and availability of 853 
the data. The vendor has been qualified to have disaster recovery plans and tests, as well as business 854 
continuity processes, to ensure that the data is safe from catastrophic loss and is consistently available 855 
at the site. 856 
 857 
In the event of a catastrophic system failure, all data is still available on the tablet at the site even 858 
after it is transmitted to the server for 14 days, and the server-side recovery time objective (RTO: the 859 
amount of time it would take to completely restore the system after a disaster) is one business day.  860 
 861 
As an additional safeguard for such situations, the contract between the system provider and the 862 
sponsor contains an escrow section on source data, to allow for storage of collected clinical trial data 863 
collected through the investigator in parallel and independent to the clinical trial data hosted on the 864 
system provider’s platform (“Independent Storage”). Within 90 days after the execution date, the 865 
system provider will deposit with a mutually agreed escrow agent all, complete, and certified copies 866 
and respective updates of the clinical trial data for each clinical trial performed under the respective 867 
agreement. The system provider agrees to ensure separate and independent access [means of access 868 
to be defined in alignment with investigator] by the investigator, at any time and at the investigator’s 869 
sole discretion. The investigator will be identified by the sponsor and disclosed to the system provider 870 
in writing prior to the time of clinical trial data collection. The sponsor shall have no right to control or 871 
gain access to this Independent Storage.   872 
 873 
Question 7: Investigator validation of trial tools 874 
 875 
Does the EMA have any comments on the proposal that the investigator does not need to 876 
directly validate the system, but GCP requirements will be met by ensuring that this 877 
validation takes place? 878 
 879 
 880 
Company position 881 
The ICH GCP E6 R2 sections 4.2.5 and 4.2.6 state that the investigator is responsible for supervising 882 
and qualifying any individual or party who performs trial related duties at the trial site.  While these 883 
regulations could be interpreted as requiring investigators to personally validate eSource DDC tools, 884 
precedence with EDC, which is not typically validated by investigators, suggests that this is not the 885 
case.  However, if required, Novartis could provide a validation package for the investigator to 886 
acknowledge the qualification and validation of the eSource DDC tool.  This would ‘ensure that an 887 
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individual or party is qualified to perform those trial-related duties and functions and should implement 888 
procedures to ensure the integrity of the trial-related duties and functions performed and any data 889 
generated’ (ICH E6 R2 section 4.2.6).    890 
 891 
Question 8: Patient data privacy according to ICH-GCP E6 R2 892 
 893 
Does the EMA have any comments on the compliance with privacy rules as required per ICH 894 
GCP E6 R2, in regard to the use of an electronic source direct data entry system? 895 
 896 
 897 
Company position 898 
The eSource DDC system is designed and validated to have role-based permissions that determine 899 
end-user access to data, which guarantees patients´ Privacy rights.  Users with a sponsor role in the 900 
system cannot access personally identifiable information (PII) and can only view a unique patient 901 
number which is assigned by the site to each trial participant (ICH GCP E6 R2, sections 1.58 and 2.11). 902 
The site staff is trained not only on the use of the tablets, but also on the Privacy safeguards they have 903 
to apply while collecting personal information of patients (such as the correct use of free text fields, 904 
the safe use of tablets by not sharing passwords, etc.).   905 
 906 
System-level protections and governance (via Novartis Privacy, Quality Assurance and Information 907 
Security audits) work to ensure that privacy is maintained.  Before entering into any contracts with any 908 
third parties who will collect and/or process personal data on Novartis´ behalf, an eSource DDC vendor 909 
would be subject to the Novartis third party audit process, in order to determine, amongst others, the 910 
adequacy of the vendor for being a data processor that abides by the applicable Privacy regulations, 911 
including all necessary technical and organizational measures to protect any type of personal data.  912 
 913 
All relationships of Novartis with any data processors are regulated by the appropriate Data Processing 914 
Agreements, which contain the necessary provisions to determine that the collection, processing and 915 
storage of personal data is conducted according to the applicable regulations and that every party to 916 
the agreements is responsible for their activities and those of their staff.   917 
 918 
The data generated at the site is encrypted during transmission to the server environment and remains 919 
encrypted at rest (in storage).  920 
 921 
To conclude, the eSource DDC system allows for a safe collection and processing of personal data from 922 
patients, in compliance with all the applicable Privacy regulations, while providing a more efficient and 923 
faster environment to the site personnel, the investigators and the institutions.    924 
 925 
Question 9: Use of existing eSource data 926 
 927 
Does the EMA have any comments on the regulatory adequacy to submit, in support of a 928 
marketing authorisation application, eSource data collected in a clinical trial utilizing a 929 
specific eSource direct data entry system? 930 
 931 
 932 
Company position 933 
A randomized, double-blind, placebo-controlled study was conducted. When this study was initiated, 934 
the trial allowed for the use of eSource DDC or Novartis’s existing EDC system (Oracle Clinical), 935 
dependent upon pre-defined criteria. 936 
 937 
After the study initiated, Novartis received feedback from EU Health Authorities, and following this 938 
feedback, the use of eSource DDC was discontinued in this trial. 939 
 940 
Due to the discontinuation of the eSource DDC system, all sites using eSource DDC switched to Oracle 941 
Clinical.  At the time of discontinuation, 7% were utilizing eSource DDC. These patients switched to the 942 
Oracle Clinical system at time of discontinuation.  All data collected from eSource DDC on these 943 
patients were provided to the sites as certified copies, and all protocol-required CRF data captured on 944 
the eSource forms were transferred to the Oracle Clinical system.   945 
 946 
As there is no reason to doubt the integrity of the data and the data is GCP compliant, Novartis 947 
proposed to include the data captured via eSource DDC in the primary analysis for the trial. 948 
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